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Keeping Children Safe
Online (KCSO)

Keeping Children Safe Online (KCSO)
is an innovative and adaptive practice
that has demonstrated the ability to
protect children from predators and
other potentially harmful content that
children can encounter while online.
It is a practice that supports families,
communities and governments to
provide the infrastructure necessary
for ongoing protection. It includes
practical, tangible tools and resources

that enable MEER to share this practice
more broadly so it can be scaled by
World Vision staff and its partners,
such as governments, institutions and
donors.World Vision MEER encourages
its adoption and scale in work with
children, families, and communities.

The KCSO practice presented in this
document was pilot tested and refined in
six World Vision national offices:Albania,
Armenia, Bosnia and Herzegovina, Georgia,
Jerusalem—West Bank—Gaza, and Lebanon.

ONLINE

www.wvie.orsg.

For an online version of the KCSO practice and its
resources or to learn more about the Evidence 4 Change
series and other evidence-based practices, please visit
World Vision’s portal for Innovation and Engagement:
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Overview of KCSO Contribution to Change

Every child worldwide has the right to enjoy the benefits of the internet, protected from risk.

Keeping Children Safe Online Y

increased awareness behavioural change F) ;l ‘M
"

systems reform

Provide knowledge Bridge the online Strengthen institutional

protection gap interest and action

Over 80% of children 82% of parents in Armenia

could identify national state education

curriculum was adapted
remember and apply those

principles.

over 50% were applying
good practices

Knowledge of self- 85% of teachers
protection cybercrime units

over 90%
increased from 62% to over

93%, awareness of
reporting mechanisms from
5.75% to 80%.

confident in
teaching, monitoring and
talking

Peer-to-peer and peer-to-

parent training reported acting to

protect

nearly
100 mothers’ clubs




Acronyms

ADAPT Analysis, Design and Planning Tool (for child protection)
C4D Communications for Development

CIS Commonwealth of Independent States

CPP LH Child Protection and Participation Learning Hub
EU European Union

FAR Funds for Armenian Relief

FGD Focus group discussion

ICT Information and Communication Technology
KCSO Keeping Children Safe Online

Kl Key informant interview

MEER (World Vision) Middle East, Eastern Europe Region
MEERO Middle East, Eastern Europe Regional Office

MoE Ministry of Education

MoES Ministry of Education and Science (Armenia)
MOU Memorandum of Understanding

NCET National Centre of Educational Technologies (Armenia)
NO (World Vision) National office

oPt Occupied Palestinian territories

PSA Public service announcement

SID Safer Internet Day

SO Support office

TA (World Vision) Technical Approach

TOT Training of trainers

TP (World Vision) Technical Programme

UNICEF United Nations Children’s Fund

VGT Virtual Global Taskforce
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Executive Summary

Keeping Children Safe Online (KCSO)
is an evidence-based practice that
establishes sustainable child protection
mechanisms to mitigate the risks

of children to online abuse and
exploitation.World Vision uses the
practice to work with children, parents,
teachers, law enforcement, civil society
and governments to address the need
for improved knowledge and skills of
children, as well as their parents and
teachers, to stay safe in the rapidly
changing online world.

The internet revolution has changed

the world forever, substantially altering
the ways in which people communicate,
share ideas, and receive and send
information. A 2014 study by the
International Development Research
Centre found that access to information
and communication technologies (ICTs)
contributed to the reduction of poverty.'
For children, the internet is a resource
providing new educational opportunities
and connecting them to new friends

and interests. The interactive nature of
the internet also provides an expanding
platform for children to amplify their
voices and join in global discussions on
issues that affect them. In World Vision
programmes, it provides a key medium
for children to connect with the world
of their sponsors.

Despite the many opportunities the
internet brings, the risks children
encounter on the internet are
substantial, and include predators and
other potentially harmful content.
Europol, the law enforcement agency of
the European Union (EU) that works
with EU member states in their fight
against serious crime and terrorism, is an
avid proponent of raising international
awareness and preventing abuse before
it happens through online reporting.
Europol has a dedicated Cybercrime
Centre and a team of specialists whose
focus is to rescue children from sexual
abuse perpetrated through the internet.
According to Europol,“when it comes
to Internet safety, prevention is of
paramount importance.”

World Vision’s research into the
experience of children and youth

online also demonstrates prevention is
critical. An assessment by World Vision

in Albania found that 44 per cent of
children surveyed watch pornographic
materials every day, 45 per cent
experience some form of bullying,
password theft, or unintentional viewing
of pornographic materials daily, and 40
per cent had been contacted online by

a foreign national.* Children and youth
often have greater familiarity with the
internet than their parents have, creating
a generation of caregivers not able to
create safe online environments for their
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children.While these risks are a concern
for parents globally, school curricula, law
and household rules have not moved
quickly enough in developing countries
to keep up with the internet revolution
and its impact on children.The need for
knowledge and mechanisms to protect
users is crucial.*

World Vision’s office in the Middle
East, Eastern European region (MEER)
developed the KCSO practice to
respond to these significant risks to
children. The KCSO practice uses
principles of broader child protection
systems to create a networked system
of solutions to strengthen:

e children’s resilience, life skills and
participation;

¢ children’s circle of care;

* laws, policies, regulations and
standards; and

* services and service delivery
systems.

The KCSO practice starts with the
contextualisation and launch of child-
friendly, age-appropriate multimedia
tools and resources that promote safer
internet usage. It also creates space

for children to find empowerment

and communicate their ideas about
online child protection using innovative
social media platforms, cartoons, public
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service announcements (PSA), setting up
safer internet Facebook pages, and the
creation of websites. A key component
of the process is peer-to-peer training,
including adults, children and youth as
trainers, so that knowledge and skills are
shared through schools as well as other
community networks.

The KCSO practice enables World
Vision to work alongside other
stakeholders with an interest in reducing
online risks: teachers and ministries of
education, police focused on cyber-crime
and other child protection agencies
including online safety hotlines and
helplines.The strengthening of reporting
and referral mechanisms is a core goal
for the practice, made possible through
networking appropriate stakeholders

to create sustainable and accessible
services that children feel safe and
empowered to use.

The practice also includes advocacy at
the national level for revised state or
national education curricula, adoption

of laws and regulations on safer internet
for children, and improved response to
cybercrime referrals. At the same time, it
is working locally through World Vision’s
local-level programming to help parents
understand and act on internet risk at
home.



Summary of Results:
Contribution to Change

KCSO was developed and tested
between 2010 and 2013 in the context
of the MEER Child Protection and
Participation Learning Hub (CPP LH)

in collaboration with six World Vision
offices (Albania, Armenia, Bosnia and
Herzegovina, Georgia including the office
in Abkhazia, Jerusalem—West Bank-Gaza,
and Lebanon). In these countries, KCSO
increased the protective environment
around children at the individual,
household and national systems level,
providing them with the necessary skills
and capacities to make better use of the
internet, share practices with others
through peer-to-peer trainings and
educator groups, and unite generations
by conducting peer-to-parent trainings
across communities. National-level
changes created sustainable mechanisms
and national ownership for ongoing
protection measures.

Evidence of KCSO’s effectiveness

Systems and partners have been
sustainably strengthened in all offices
taking part in KCSO projects, as
validated by the 2013/2014 evaluations
of KCSO in Armenia, Lebanon and
Georgia. Results are captured at the
individual, household, and national
level, and they are inclusive of both

output-level changes, such as increased
awareness and knowledge, and outcome-
level changes, such as behavioural

change and transformed systems; all

of which are part of the pathway of
change toward enhancing the protective
environment around children and their
own capacity to make choices that lead
to their protection.

Individual Level

On average across the evaluated
projects, the capacity of children
and youth to implement safety
measures increased by around two
thirds.

e Children’s awareness of online
risk increased from 70 to 85 per
cent in Lebanon, while youth
awareness increased from 62 to 93
per cent.Application of the rules
for protection also measurably
increased.’

* Also in Lebanon, 63.4 per cent
of children and 63.6 per cent of
youth reported having adequate
capacity to deal with strangers,
while 58.1 per cent of children and
77.3 per cent of youth stated that
they do not share private, personal,
or inappropriate information
online.

* InArmenia, over 80 per cent of
children who took part in online

SSviggnce



safety training remembered and
applied those principles after the
training.

Observations and interviews on
the patterns of internet usage and
online behaviour for children and
their teachers in Armenia showed
definitive, positive changes and an
increased interest from teachers
to continue teaching children
about online safety.

Establishment of hotlines and
e-helplines increased children’s
awareness of, and access to,
reporting and referral mechanisms.
In Armenia, awareness of the
reporting and referral mechanism
increased to 37.3 per cent for
parents, 28.2 per cent for teachers
and 65.4 per cent for children. In
Lebanon, intensive training with
youth facilitators saw a more than
tenfold increase in knowledge of
reporting and referral in this age
group.®

Household Level

In Lebanon, 78.6 per cent of
participant parents recognised that
supervision of online behaviour
was a key way to protect their
children from harm.”

57.3 per cent of parents
interviewed in Lebanon
independently identified placing a
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laptop or computer in the living
room, rather than in a child’s
room, as an important online
safety procedure.®

Combined results from Armenia
and Lebanon show 42.7 per

cent of parents independently
mentioned setting time limits on
their children’s internet access as
another safety measure.’

National Systems Level

The national state education
curriculum was adapted to include
‘safer internet’ components in
Lebanon, occupied Palestinian
territories (oPt), and Armenia in
partnership with the Ministries of
Education.

Online learning courses were
integrated into in-service teacher
training curricula in Armenia in
cooperation with the Ministry of
Education.

Procedures for cybercrime units
to report illegal online incidents
were developed in four countries
in cooperation with the Ministries
of Interior/Justice.

Hotline and helpline procedures
and practices were established

in four countries in cooperation
with a local child protection
NGO and the Ministries of Social



Affairs. In Lebanon, the hotline was
included as a component of the
national child protection helpline
mechanism.

Sustainability, Scalability and Value
for Money

KCSO demonstrated that it can be
scaled within countries, reaching a high
number of beneficiaries:

* 6,200 families in three countries
increased their knowledge
and skills on how to create a
protective environment for their
children against online violence,
abuse and exploitation.

* 10,700 children increased their
knowledge and life skills for
protecting themselves and peers
from online abuse and violence, in
addition to learning how to report
cases or incidents.

* 4,626 teachers in three countries
received specialised training
to increase the protective
environment of children using
KCSO guidelines.

Many projects established sustainable
mechanisms to continue to support the
protective and educational environment
for children. In addition to the previous
mentioned national systemic changes,
partnerships with private corporations

have been very beneficial, such as

the one with Microsoft in Armenia

and Georgia, which led to Microsoft
providing a domain for the KCSO
website free of charge. Microsoft also
placed the Windows Family Safety Tools
on the website for free —a long-term
commitment which will extend past

World Vision’s own involvement in
KCSO.

In terms of cost effectiveness, the cost
per child in Armenia was US$9.50

(based on direct beneficiaries only and
not including children who benefit from
changes in national-level legislation and
reforms) and US$3.20 in Lebanon (based
on direct and indirect beneficiaries). In
Lebanon, focus group discussions (FGDs)
and key informant interviews (Klls)
consistently included reports that the
KCSO practice has high achievements
and a large impact for very little budget.

Other benefits and unexpected
outcomes of KCSO

The practice showed impressive

ability to mobilise youth to support
ongoing implementation, and improved
youth participation in decision-

making. Mechanisms such as the Youth
Moderators Network, an example from
Georgia, are now providing advice and
answers for children regarding online
protection, while peer educator groups
have been established to serve, inform
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and train their peers, as well as their

families, regarding safe online approaches.

These groups have continued after
World Vision’s role in the project
concluded.

The dialogue about online safety within
communities also generated positive
unintended consequences, opening

up discussion around taboo child
protection issues. For example, in the
oPt, communities that were usually
silent about sexual violence began
discussion on this topic after online
safety awareness sessions.While in Gaza,
a KCSO Facebook page and website was
used increasingly by children during the
war, as a form of expression or gateway

for discussions on child protection
issues, and as a means of access to the
outside world.

Based on these results, and on

the meaningful contribution

KCSO has made so far towards
increasing children’s protective
knowledge and skills, reducing risks
through behaviour change and
strengthening circles of care,World
Vision recommends that the KCSO
practice be scaled up in MEER and
in all other contexts and regions
where children face similar risks
through access to the internet.




Summary of the Issue

The internet revolution has changed
our world forever, substantially altering
the ways in which people communicate,
share ideas, and receive and send
information.As an educational resource
it brings the world closer and facilitates
learning through fun.'® It is also a
connector and community-builder,
allowing children and young people

to find new friends and interests. The
interactive nature of the internet also
provides an expanding platform for
children to amplify their voices and join
in global discussions on issues that affect
them.

The internet and other information and
communication technologies (ICTs)
have also shown that they are resources
for poverty reduction. In one East
African study published in 2014 by the
International Development Research
Centre, access to ICTs was enhanced
for some beneficiaries while controlled
for others.Those with enhanced access
saw their poverty level decrease from
55 to 16 per cent while those without
enhanced access only decreased from
55 to 36 per cent.The study empirically
found that those with enhanced access
to ICTs through deliberate interventions
were able to reduce financial poverty at
a higher rate than those who had not
received such interventions.'' Another

Research shows that 48% of

| 8-year-olds check Facebook when
they wake up, and 28% of them use
smart phones to do so even before
getting out of bed.

Approximately one quarter of
households worldwide have
wireless networks at home and it is
predicted that by 2016, 800 million
households, 42% of the world's
homes, will have Wi-Fi.

study in East Africa found that “gaining
access to ICT was associated with a 2.5

per cent improvement in poverty status
between 2007 and 2010.’"2

The good news is that children in both
the developed and developing world

are now using the internet as part of
their daily lives through both personal
devices and internet cafes. For example,
in Albania, the top three devices utilised
by children aged 13-17 to access media
or play online are mobile phones (65 per
cent), PCs (59 per cent) and laptops (43
per cent)."

The unfortunate news is that children

face new risks online from which they
must be protected on a daily basis.

SSviggnce



Exposure to digital platforms makes
children more vulnerable to online
violence, exploitation and abuse. A
December 2013 — January 2014 World
Vision quantitative study of 900 Albanian
children and youth, aged 13—18, found
that:

* 44 per cent reported they watch
pornographic materials every
day and 62 per cent confirmed
they have friends who visit
pornographic sites.

* 45 per cent cope with
bullying, password thefts, and
the unintentional viewing of

pornographic materials when
accessing the internet.'*

* 47 per cent reported being
contacted online by an unknown
individual within the last year; of
these, 40 per cent were contacted
by foreign nationals, including
citizens from the UK, USA and
Italy.'>

The primary identified risks to children
online include: pornography, human
trafficking, internet bullying, addiction,
luring/grooming and violence

(see Figure | p. 14).
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Figure |. Risks identified and defined

The primary identified risks to children online in the MEER include:

Pornography

Pornography is a $97 billion
business worldwide.

Seven out of ten youths
have accidentally come
across pornography online.
Nearly 80% of unwanted
exposures take place at
home.

According to 44% of
respondents in Albania

children watch
pornographic materials
every day.

Trafficking of Children,
Women and Men

Traffickers are using
modern technology to
identify potential victims:
e.g. fraudulent job offers
and illegitimate
employment agencies.
Not all of these instances
result in trafficking; some
result in smuggling or sub-
standard employment.

Luring and Grooming

Girls and boys are lured
equally into making
inappropriate connections
with paedophiles/sexual
predators. Among 9-16
year old users in Europe,
over the past year, 40%
have “looked for new
friends on the internet”.

The risk of online abuse and violence

Internet Bullying

According to World Vision
evaluations in Armenia,
Lebanon and Georgia,

internet bullying or

activities when someone is

mean or cruel to another

person on a social network
site, is one of the top 5
risks that children face

online.

Addiction

In Lebanon, 40% of the
children participating in
focus groups are becoming
addicted to the internet
with children documented
as spending more than five
hours per day on the net.

Internet Addiction
Disorder (IAD) is a
documented disorder.
Addicted children can
display symptoms of
anxiety and aggression
when the internet is taken
away from them.

Focus Groups Assessment, WV
Lebanon

is of paramount importance.”'” As a

remains high, so the need for knowledge
and mechanisms to protect users is
crucial.'® Europol, the law enforcement
agency of the European Union that
works with EU member states in

their fight against serious crime and
terrorism, has a dedicated Cybercrime
Centre and a team of specialists
whose focus is to rescue children from
sexual abuse perpetrated through the
internet. According to Europol,“when
it comes to Internet safety, prevention

result, Europol is an avid proponent of
raising awareness internationally and
preventing abuse before it happens
through online reporting. This need to
promote prevention is also true for
an organisation like World Vision that
stimulates global interest in children
through its sponsorship programme.

Yet, despite increased online access
by children in Eastern Europe and the
Middle East, knowledge and practices
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to protect children from predators

and harmful content are lacking,
creating a significant gap in the child
protection system. Individual children
and parents’ knowledge of prevention
measures is low. For example, 62 per
cent of Albanian children surveyed

with access to the internet have the
computer in a bedroom where duty
bearers have less supervision. Children
and young people make up a significant
proportion of internet users and in
some households may be the primary
or sole users. For instance, in Lebanon,
internet penetration (including all

types of service as well as unlicensed
providers) is estimated at 44 per cent of
all households, but only || per cent of
the population.'® With children driving
the internet revolution, many parents
and teachers are unable to mitigate risk
and provide any protection because they
are not active users in the same way as
their children are. Often, particularly in
vulnerable communities, children are far
more online- and ‘tech-savvy’ than their
parents.'’ This lack of familiarity with
the internet has created a generation of
caregivers not able to create safe online
environments for their children.

Legislation, moreover, has not responded
with the right urgency to the significance
of these risks. For instance, the
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Republic of Armenia tops the list of
the Commonwealth of Independent
States (CIS) in its internet usage index,
with approximately 1,796,550 people
(47.1 per cent) online.Yet in Armenia
there are no specific laws that regulate
internet security.”’ The country has
ratified the Budapest Convention on
Cybercrime, but has yet to adopt any
laws that regulate the implementation of
the treaties.”

Mitigation of online risks for children
calls for a technical solution that can
reach and influence children, caregivers
and authorities for an integrated, holistic
approach to online child protection.
World Vision developed the KCSO
practice in order to:

prepare and empower children to
protect themselves and their peers
online to prevent abuse, violence
and exploitation;

help children, families and
communities address violations, as
well as report them; and

in the absence of legal frameworks,
advocate for new policies that
prevent violations, address issues
to better protect children online,
and empower children to stand up
for their rights.



KCSO Theory of Action
Overview of KCSO Practice

The KCSO practice is an evidence-
based, technical practice that empowers
children and youth with skills to protect
themselves online as well as build their
resilience to combat major online risks.
The desired change to which the KCSO
practice contributes is that children

and their caregivers are empowered

to protect themselves from abuse and
exploitation when using the internet

and their mobile phones. KCSO practice
leads children, and the adults responsible

for them, to identify and prioritise child
protection issues and their root causes.
At the same time it makes existing child

protection systems more visible to them.

In addition to building resilience among
children and youth, KCSO also enables
the circle of care surrounding children
with an interest in, and skills for, safer
internet practices. It enables those
who implement it to work alongside
other stakeholders to bring similar
initiatives together and greatly reduce
online risks.A core component of the
practice is a mechanism to report abuse
or risky behaviour — often a hotline,
and often delivered in partnership with
other child protection agencies and
government.The practice also includes

advocacy approaches in partnership with

stakeholders for laws and regulations

on safer internet to be adopted and
implemented.

Other vital elements of KCSO are the
resources that raise awareness among
children, their parents and their teachers.
Children advised on the development
of resources which contributed to
them being age-appropriate and user-
friendly. Booklets, CDs, online and TV
advertising have all been developed

by children across MEER through the
KCSO projects.To heighten awareness
and action in schools, implementation
of KCSO also leads to development of
curriculum materials for teachers, and
advocates for their inclusion in lesson
plans. In three of the offices where
KCSO was implemented (Armenia,
Lebanon and Jerusalem—West Bank—
Gaza), World Vision, in collaboration
with the Ministry of Education,
developed online safety tools and
teachings to integrate into the national
ICT curriculum.

The ‘Circle of Care’

is the caring, supportive and
protective social environment
immediately surrounding a child.
It includes parents, teachers, faith
leaders, siblings and others
actors in society, as well as their
attitudes, values, behaviours and
traditional practices.
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Process of Developing and
Validating KCSO

The KCSO theory of action used to
achieve this change has been refined
through implementation in six World
Vision national office locations:

* Armenia (2009-2013)
* Lebanon (2009-2013)
* Georgia (2010-2014)

* Bosnia and Herzegovina (201 1-

2012)

* Jerusalem—West Bank—-Gaza
(2010-2014)

* Albania (2012 — time of
publication)

Field testing and refinement included a
variety of stakeholders. World Vision

partnered with InSafe, a European
network of national awareness

centres for internet safety working

in 31 countries, to test KCSO in
existing awareness and education
campaigns, helplines and youth outreach
work. MEER also learned from, and
collaborated with, other European
Union Safer Internet Centres and
Helplines. Additional partners varied

by country according to the project’s
goal, but generally included: Ministries
of Education, Ministries of Social Affairs,
Microsoft, child protection NGOs such
as Fund for Armenian Relief in Armenia
(FAR) and Himaya in Lebanon, as well as
cybercrime units.

The final theory of action reflects the
learning of these offices and partners.




Figure 2.Theory of Action (ToA)*

Children and their caregivers are prevented
from abuse and exploitation when using
internet and mobile phones

Laws, policies, standards

and regulations

Services and services
delivery mechanisms

Child participation,

Circle of Care .. ’ .
resilience and life skills

( N 4 N 4 4 Child/Youth ToT D
Ministry/private Digital reporting platforms Teachers and parents Peer-to-peer trainings/
organisations, established within existing trained on safer internet peer-to-parents
international stakeholders CP Helplines + Hotlines practicesplcarelandjattitide PSAs, websites, Facebook
changed pages developed by children
( Safer internet component h é Ehilkram preizee] N Parent/Teacher attitudes é Children live in protective
included in IT curriculum in mechanisms in place . toyardsiabliselchanged, environments able to protect
all schools prevent future online abuse Ly E9 e prersie themselves and peers and to
measures stand up to abuse

Improved structures and
procedures in Cybercrime
Units

Vs

Other policy

recommendations influenced

per context to enhance
sustainable protection
measures

KCSO ToA and Child
Protection Systems Approach

The KCSO Theory of Action is
grounded in World Vision’s approach to
child protection, which uses a systems
approach to strengthen the protective
environment around children, as well as
strengthening the children themselves.®
It includes seven components, the
following four of which link with the
KCSO Theory of Action:
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Children’s resilience, life skills and
participation

Circle of Care

Law, policy, regulations and
standards

Services and service delivery
mechanisms.

Children’s resilience, life skills and
participation

Children and youth are at the centre of
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the KCSO Theory of Action as they are
the most at risk of abuse, violence and
exploitation. By using the internet, their
vulnerability to these issues increases.

WHAT the potential risks are,

KCSO starts with a Training-of-Trainers
(ToT) to provide the ‘first wave of
influencers’ with relevant information on
online safety:

to practice citizenship rights and responsibilities for
HOW : : : :
protection when using social media,

HOWV to effectively apply safety methods, and
\WHERE to report an incident if exposed to any illegal activities.

Most of these ‘first wave’ trainers come
from community organisations within
local area programmes; they include
children, youth, teachers, parents and
representatives of partner organisations.
In many cases, a network of peer
educators is formed where peers train
other peers while developing their

own methodologies and techniques.
Through this approach, peer educators
enhance the circle of care among
themselves and other children. In the
World Vision context, staff and partners
can identify trainers by integrating with
other activities and outreach happening
in World Vision’s area development
programs (ADPs).

The increased circle of care leads to
increased children’s resilience against
abuse online. Children’s voices or
thoughts, ideas and opinions on child
protection issues are taken into account
in the selection and development

SSvidence

of various tools and resources such

as interactive CDs,* ‘safer internet’
websites, Facebook pages, video

clips, colouring books, public service
announcements and more.With their
newly gained knowledge, skills and signs
of behavioural change, children and
youth are able to influence their own
environments to be more protective.

Circle of care

Knowing that parents and caregivers are
primarily responsible for their children,
the KCSO practice involves working
closely with parents and caregivers,
training them to use technical tools

as well as preventive methods such

as parental controls. Useful materials
developed for the practice serve
teachers, social workers and parents.
The peer educators’ network mentioned
above also extends to children training
their own parents, giving an opportunity
for both generations to discover each

19



To ensure sustainability, World Vision in Armenia, Lebanon and Jerusalem—West
Bank-Gaza worked closely with the Ministry of Education to develop a safer internet
curriculum to be taught within ICT classes. Online learning courses were designed for
teachers country-wide in Armenia in addition to uploading the KCSO tools on the
Ministry's websites in both Armenia and Georgia.

The Palestinian Cybercrime Unit attended a three-day training event on Cybercrime
and Forensic Computing in Cyprus. They received valuable peer perspectives and
practices from Cypriot police who have been engaging in this fight in partnership with
World Vision and other local organisations for the last six years.

“We are very happy to be here because it's very important. 60% of the incidents we

deal with on a weekly basis are connected to Facebook and profile violations. In Palestine,
because of the cultural seriousness connected to incidents on Facebook and the stealing of
profiles and/or identity hacking, this has caused honor killings and, in some circumstances,

even suicide.”

Captain Reham, Cybercrime Unit, Palestine

other’s world and serving as a crucial rights to safety, protection and support.
step towards opening up channels A responsive policy framework, which
between them to discuss safety concerns also increases coordination across key
or to prevent abuses. This is significant stakeholders, creates systems to punish
in a region of the world where prevailing those who abuse and exploit children
attitudes and beliefs in the community ~ online.

about children preclude them from

strong participation in adult discussions.  The KCSO Theory of Action also
The practice supports a change in these  includes national-level engagement,
attitudes, brings generations together for contextual to each situation, but with
common goals, and enables children to similar steps that enable:

move from passive to active participants. *  mapping various players working

. on safer internet issues;
Laws, policies, standards and

regulations + assessing interested and beneficial

partners and inviting them to be
part of a ‘project team’ and to pool
resources; and

Laws, regulations and policies are vital
to ensuring that the environment in

which children live will respect their
 establishing key roles and
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responsibilities for each

partner, including accountability
agreements and meeting regularly
(usually every two months).

As a result of this process, high-level
officials from various ministries, as well
as key international organisations, will
often decide to change, as evidenced in
the implementation of several KCSO
projects, centralised systems and
structures, including education and laws
for better response to emerging online
safety issues.

Services and service delivery
mechanisms

Keeping children safe while they are
online is dependent on the early
installation of effective reporting and
referral mechanisms. Building on a
country’s existing child protection
systems, the KCSO Theory of Action
is designed to help implementers
encourage, support and train child
protection hotlines or helplines

to establish a digital platform for
anonymous reporting of abuse or
exploitative content online. For example,
websites developed in Armenia,?
Georgia,* and Jerusalem-West Bank-
Gaza,” through the implementation
of KCSO, contain an online reporting
mechanism linked directly to the
hotlines/helplines.
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In MEER, the lack of effective child
protection services and resources is

a barrier to effective implementation
of online child protection laws.The
KCSO practice guides implementers
to work in close collaboration with
police cybercrime units and relevant
government ministries (e.g. Ministry of
Justice) to facilitate the development of
systems, procedures and action plans
connected to appropriate government
processes.As a result, reports of illegal
incidents, such as child pornography,
online fraud or theft, become linked to
child services and to investigative and
law enforcement processes.

Target Groups

The primary target groups for the
KCSO project are:

Children and youth: The
practice divides children into two
groups (i.e. 7-12 year-olds and

| 3-18 year-olds), and provides
them with opportunities to build
life skills and resilience, and to
participate through training,
peer-to-peer responsibilities,
child/youth-to-parent training
opportunities. It also provides
children and youth with
opportunities to promote projects
online. Every opportunity must
be coupled with age appropriate
messages for each group.



Caregivers: Teachers, parents e External Partners: The

and other caregivers in schools, engagement of external partners
institutions and community is vital. KCSO is designed to
centres are exposed to adult complement many other efforts
learning by adult facilitators on by local and national stakeholders
the different functionalities and to address online risks to children,
risks of the internet and mobile and to connect other existing
phones. In a broader picture, this good practices and technical
component serves to improve the resources within the child

skills of parents and caregivers as protection sector.

well as advocacy skills to enhance
reporting mechanisms.




R@SU |J[S: The_ results are basgd on the end-of-
. . project evaluations in three of these
Contribution to Chaﬂge countries:Armenia (2013); Lebanon
. (2013); and Georgia (2014).2% Together,
W?I"|dVISIOI‘I developed, rgﬁned and these evaluations represent more than
validated the KCSO practice through 10,700 children, 6,200 parents and 4,626
implementation in six countries. teachers that have taken part in KCSO.

Research Methodology
The survey in Armenia used combined quantitative and qualitative research
methodologies with random sampling and type-wise representatives. The
results represent data from a total of 22 focus group discussions (FGDs) with
children and 44 key informant interviews (Klls) with parents and teachers,
which total to 701 beneficiaries visited across 12 World Vision ADPs.

The sample size in Lebanon consisted of 290 children (including 44 youth)
and | 17 parents/caregivers.The sample size was approximately the same
for the evaluation as it was for the baseline.The evaluation conducted one
FGD with volunteers and World Vision staff in addition to measuring five key
performance indicators (KPI) with various stakeholders.

The evaluation also examined the training of teachers component, which was
added after the project began, via several methodologies including: surveys of
the training sessions; the knowledge, attitude, practice (KAP) of all teachers
involved (N=675); structured phone interviews for |71 teachers from the
sample; and class observations of online safety sessions in 42 schools.

How do we know KCSO by closely examining the activities

contributes to chanee? that were designed to bring about the
ge required changes along the path such as:

KCSO is based on a pathway to change

designed to empower children and * the choices children make directly;

their caregivers (Figure 3):Awareness * the practices children share

leads to knowledge — knowledge leads through peer-to-peer training and
to behaviour change and action — thr